Frequency Analysis:  The Babington Plot

First an apology:  A code is when words are replaced by words or symbols (hence ‘codename’).  A cipher is when the letters of a message are scrambled or replaced according to a certain rule.  We are dealing with ciphers throughout but, as with the word ‘dice’, I have used the word ‘code’ on occasions as everyone knows what I mean.  I think.

Lesson 1

Aim:  Understand the idea of a Caesar Cipher

Equipment:  scissors, paper fasteners
Introduce the whole subject of codes and ciphers with the tale of Elizabeth I and Mary Queen of Scots.  The fact that it took thirteen blows to sever her head (as the executioner couldn’t chop through the last sinew) and that when he finally held up her head it fell out of the wig she had put on as a joke, will probably hold most people’s attention for a while!  If possible go further and relate the tale of the Enigma machine, Bletchley Park, Alan Turing and his ‘bombes’.  Not only is this interesting for the fact that it probably won the Second World War for us, but it is also the origin of GCHQ as the code-breakers moved to Cheltenham soon after the war.  Finish by showing the ‘actual’ Babington  note PowerPoint and saying that the aim is to decipher this and find out what all the fuss was about.

Unfortunately, Mary Queen of Scots was caught out because she used an old method and Elizabeth I’s code-breakers knew this.  In fact Mary used something similar to a ‘Caesar Cipher’, so called as Julius Caesar is the first person known to have used this when sending secret messages.  It is fairly simple to decipher a message enciphered in this way if you have a Caesar Wheel.  To make one, you need two copies of the ‘Caesar Wheel’ sheet.  

· Cut out the inner circle on one and the outer circle on the other.  Put a paper fastener through the middle and you are ready to break codes!

Explain that the outer wheel (upper case) shows the encoded alphabet or ‘ciphertext’, and the inner wheel (lower case) shows the true alphabet or ‘plaintext’.  To introduce the method, use a shift of ‘plus 3’.  This means that the inner wheel should be rotated three letters clockwise.  Ask all pupils to encode ‘Tewkesbury School’ using this shift.  They should get 

WHZNHVEXUB VFKRRO

With the higher ability groups you could take this further and explain the idea of grouping the letters to make it more difficult to decipher.  For example, grouping in fours you get 

WHZN HVEX UBVF KRRO

which makes even less sense to someone who has no idea what the message says.

· Work through ‘Caesar Wheel’ worksheet

Lesson 2

Aim:  Understand the idea of frequency analysis

To start of with, see if they can decipher this

P OVWL FVB OHCLUA SVZA FVBY JHLZHY DOLLS

Using a shift of ‘plus 7’ it says ‘I hope you haven’t lost your Caesar Wheel’.  The fact it says dolls is complete fluke, but rather nice at the end of such gibberish.  If you like, the ‘lesson 2 starter’ PowerPoint will display this, and the answer.

Of course, it is very easy to decode this type of message as you have found out.  A trickier alternative is when each of the 26 letters of the plaintext alphabet has been randomly paired with a letter in the ciphertext alphabet.  This method of encoding is recommended by the Kama-Sutra (apparently) so that women can keep details of their liaisons secret.  You may not want to divulge this information to your class!  Now initiate a discussion on the subject of a large message of this kind to decipher.  How would a code-breaker look to decipher the message?  Guide the discussion towards the idea of E being the most common letter, so the most commonly occurring letter in the encoded message is probably E, and so on.  This is the ‘Scrabble Factor’!

As a group the class are going to investigate the occurrences of letters in the English language and use this as a key to decipher a message encoded using the Kama-Sutra Cipher (or General Substitution Cipher).

Students are to work in pairs.  Each pair needs the ‘enigma story’ and ‘cracking codes’ worksheets.  The article is from the BBC’s news archive and is three years old.  Give one sentence to each pair and get them to record the frequency of each letter in the table on the sheet.  When all are done, transfer all the data onto the ‘enigma’ spreadsheet, making sure that you only type in the yellow cells.  The total column and the graph of frequencies will automatically adjust as each piece of data is entered.  Everyone can see the effect that their counting has had.  When finished, select all the data and do a sort by column B (in descending order).  The graph will now show all letters of the alphabet in descending order of frequency of usage.  This is the code-breakers tool!

Now present the students with the encrypted messages worksheet.  These are from www.simonsingh.net.  Pick one to do and repeat the task above, firstly recording data onto the previous worksheet and then entering final data onto the ‘messages’ spreadsheet.  When the data from the encrypted message is sorted into descending order of frequency, a direct comparison with the second graph can be made and conclusions drawn about which letters are which.  Remember that it is unlikely to be perfect!  Start with what is most likely to be E, T, A and O (the first four in order) and start to decode.  Progress in a way appropriate for your class!  Note that the last message contains no e’s when decoded!

Lesson 3

Aim:  Crack the Mary Queen of Scots message

Armed with your frequency analysis chart for letters in the English language (‘messages’ spreadsheet) you can now attempt to decode the Babington note shown in the first lesson.  The only difference is that Mary used a symbol paired to each letter, rather than pairing a letter with another letter.  Students will need the ‘cracking codes 2’ worksheet as it has the symbols on it.  You will need to leave the ‘babington note’ PowerPoint on the board throughout.  As there are only 81 characters it is perfectly feasible for everyone to have a go at this individually.  A prize for the quickest decoder in the class?!

The answer:

To Anthony Babington, I agree that you can murder Queen Elizabeth at the earliest time.  From Mary.

If anyone finishes they could try the fourth problem from last lesson.  That should keep anyone busy for some time!

© 2003 M.J.Nixon


